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1. Description of the device 
 

SPYLOCK  is an electronic reusable locking system of latest generation, designed for specific application in 
industry, transport and logistics and ideal solution to monitor moving of bags, cases, trolleys, etc. 
Easy to install and use it needs minimum maintenance and can work autonomously for very long time. 
 
The following picture shows the main components of the device: 
 
 

 

Figure 1 -  SPYLOCK overview  
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1.1  SPYLOCK views 
 

 
Figure 2 -  SPYLOCK Top view  

 

 
Figure 3 -  SPYLOCK side view  

 

 
Figure 4 -  SPYLOCK rear view  
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Figure 5 -  SPYLOCK View of open cable  

 
Figure 6 -  SPYLOCK View of closed cable 

 
Figure 7 -  SPYLOCK View of connectors 



  
 

________________________________________________________________________ 

SPYLOCK  
LEGHORN Srl – 2015 Rights reserved  Page 7 of 31     July 2015 

SPYLOCK User Guide_ EN v1.0            
 

2. Notice 
·  Keep carefully this User Guide for future use. 

·  Keep SPYLOCK far from children. 

·  Do not plunge the device into water or other liquids. 

·  When opening the package, check the device integrity and specifically check that SPYLOCK  is not 
damaged because of improper transportation or handling. 

·  SPYLOCK is a maintenance-free device. 

·  SPYLOCK is power supplied by a rechargeable, Lithium long-life battery, which assures long 
operation time. 

·  SPYLOCK  cannot be opened by the user, to access internal electronics. 

·  Opening the device can lead to damage of the same, to alter the characteristics of the product and 
void your warranty. 

 
 

3. Accessories 
 

When opening the package, check it include the following accessories: 
 

·  Pcs 1 SPYLOCK 

·  Pcs 1 USB memory stick with user guides, documentation, application software, drivers. 

·  Pcs 1 USB cable 

 

    
 

 Figure 8 -  Unpacking SPYLOCK 
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4. Device set up 

 
SPYLOCK installation is easy and fast. Quick user guide for device set up : 

·  Put SPYLOCK in place;   

·  Pass the SPYLOCK cable inside container handle holes and insert its tail into the SPYLOCK 
hole by keeping the locking button pushed; 

·  When the cable is in release the locking button to block the cable; 

·  Pull the cable up to check that it is properly closed. If the operation is done correctly, the device 
display  shows the message “CLOS” to acknowledge the proper locking (see picture below). 

 

Figure 9 -  Display of the message “device closed” 

·  The device in in operation and ready to log events. 

 
5. Technical specifications 
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6. Device functions 
 
The working principle of SPYLOCK is very simple: it acts as a logger of vents on the lock. 
It can register if and when one or more of the following events take place: 

·  Cable open   OPEN 
·  Cable closed   CLOS 
·  Cable cut   CUT  
·  Tamper when case open  TAOP 
·  Tamper when case closed TACL 
·  Low battery   LOW 
·  General Error   ERR 

 
Moreover the device gives information about the battery level, at any switch on of the device: 

- Valore 100 Battery fully charged; 
- Valore 0 Battery fully discharged. 

 
When the battery level is below level 36%, the display show the additional information of LOW BATTERY. 
In the LOW BATTERY mode the display backlight is deactivated. 
When the battery level is below 20% SPYLOCK enters protection mode and automatically switches off. 
Battery recharge is necessary to switch it on again. 
Typical battery life is of 700 cycles, where each cycle is composed by the three events 
opening/closure/push of the navigation button. 

 
 

6.1 Description of the device functioning 
 
SPYLOCK is an electronic device permanently idling in its stand-by status until one of the above mentioned 
events occur. 
When one of those event occur SPYLOCK starts operating with the following operations: 

- The display lights showing the detected event 
- The event is stored into the device memory (type of event and time stamp) 
- It is possible to display at any time SPYLOCK battery level by pressing for 1 sec. the 

navigation button. If the button is kept pushed the vent log is show step by step in a 
descending time mode. 

 
The device is supplied by an USB rechargeable battery (see section 10 SPYLOCK recharge). 
When pushing the navigation button the display shows for 2 sec. the battery level: 

 
Figure 10 -  Battery level displayed 

Immediately after the last stored event is displayed for 5 sec. and if no other event is activated, the display 
switches off automatically. 
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.  

Figure 11 -  Last event displayed 

 
The message displays the following information: 

·  Serial identification number of the event (e.g. 0020) 
·  Event short description (e.g. CLOS = cable closed) 
·  Number associated to the vent and randomly generated by SPYLOCK (e.g. 701782) 
·  Event date  (e.g. 16-07-15) 
·  Event time (e.g. 09:15) 

 
 

If after displaying the last occurred even the navigation button is sequentially pushed, the display scrolls the 
SPYLOCK stored events by descending time of registration. 
 

  
Figure 12 -  Display scroll 1  Figure 13 -  Display scroll 2  

  

Figure 14 -  Display scroll 3  Figure 15 -  Display scroll 4 
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7. Spylock Management Software 
 
”SPYLOCK MANAGEMENT Software” allows connecting PC to the device to modify its date and time, to modify 
the security  passwords, to display and download events log, to erase memory, to display firmware version and 
eventually upgrade it. 
When launching the program, the following main application window opens: 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 16 -  SPYLOCK MANAGEMENT Software user inter face 
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NOTE: ”SPYLOCK MANAGEMENT Software”  is an application software able to work under the environment of 
WINDOWS OS, 32 and 64 bit (Win XP, Win 7, Win Vista, Win8.1). 
 
“CONNECTING” area: 
COM PORT: shows the COM port number as assigned by Windows OS to which the SPYLOCK is to be 
connected (see also Section 7.1. – Programming Mode). 
 
 “PASSWORD” area: 
Manage passwords useful to set/manage SPYLOCK 
PASSWORD 1: security password PSW1: 000000 (n° 6 zeros). 
PASSWORD 2: security password PSW2: 000000 (n° 6 zeros). 
(see also Section 7.2 - Password Management) 
 
 
 “READ/PROGRAM” area: 
READ/PROGRAM DEVICE PARAMETERS 
“READ” button:   when pushed it retrieves current SPYLOCK settings. 
 “PROGRAM” button:   used to program new settings into the SPYLOCK.  
 
 
“SW RELEASE” area: 
It displays the release number of the ”SPYLOCK MANAGEMENT Software”   
 
 
“DATA” area: Information about the SPYLOCK device 
ID Product:   Numerical and univocal ID device code set by the manufacturer (6 digits) 
ID:     Numerical ID device code set by the user (6 digits) 
DATE:    Displays the date set on SPYLOCK 
HOUR:    Displays the time set on SPYLOCK 
NUMBER EVENTS:  Displays the number of events stored inside SPYLOCK memory 
FW REVISION:   Displays SPYLOCK firmware version 
GET SYSTEM TIME button: Update date and time on SPYLOCK 
 
NOTE: date and time are updated by using PC settings, so please check that PC date and time are correct. 
 
 
“DEBUG BOX” area: 
DEBUG 
Displays operation currently performed by SPYLOCK (log of messages exchange between SPYLOCK and the 
management software). 
 
 
 “PASSWORD MANAGEMENT” area: 
MODIFICA PASSWORD 
Allows setting or change of security passwords. 
(see also Section 7.2 - Password Management) 
 
 
“BOOTLOADER” area: 
UPGRADE FW 
“BOOT” button: SPYLOCK exits from operational mode and enters into UPGRADE Firmware mode. 
(see Section 8.0 - FW Upgrade) 
NOTE: it is strongly recommended that this operation is performed by a highly qualified technical staff or with 
the support of the device manufacturer. 
 
 
TOOLBAR READ/WRITE PROGRESS 
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Toolbar that display the progress of current SPYLOCK activity. 
 
 
 “ERASE MEMORY” area: 
ERASE MEMORY 
“ERASE” button: permanently erases all the events stored in SPYLOCK. 
 
 
 “EVENTS” area: 
DOWNLOAD OF REGISTERED EVENTS 
“DOWLOAD” button: enables the download of all teh registered events from the SPYLOCK to the PC. 
NOTA: downloaded data are permanently removed from the SPYLOCK. 
 
EXIT button: 
Exits the program. 
 
 
 
 

7.1 Programming Mode 
 

  
This is the procedure to enter device programming mode: 

 
1 Launch “SPYLOCK Management Software” 
 
2 Check that the device is with open cable 

NOTE: Only if the SPYLOCK cable is OPEN, the device can enter programming mode 
 

3 Connect the USB cable between SPYLOCK and the PC (when the operation is properly done the 
SPYLOCK display shows the message “Programming”). 

 

 
 

Figure 17 -  Display shows th e device entering Programming Mode  
    

4 Check at which COM port the device has connected. For PC Windows®: right click of the mouse on 
This PC� Manage�  Device Manager e aprire il menù Ports (COM & LPT) has shown in Figure 18 and 
Figure 19. The device port can be easily identified as “Cypress USB UART (COM X)” where X is the 
port number to be inserted into the Spylock Management Software window for connection. 
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Figure 18 – How to detect the connected COM port in  a Windows XP based PC 

 

 
Figure 19 - How to detect the connected COM port in  a Windows 7-8 based PC  

 
Insert the right COM Port number into the software user interface, push the “CONNECT” button; when the COM port 
communication is properly set the button status changes from “CONNECT” to “DISCONNECT”. 
If the COM port number is higher than 9 it is possible to insert the COM port number manually: for instance if the 
detected COM port is the number 32, please digit into the relevant field COM32. 

 
 



  
 

________________________________________________________________________ 

SPYLOCK  
LEGHORN Srl – 2015 Rights reserved  Page 15 of 31     July 2015 

SPYLOCK User Guide_ EN v1.0            
 

 

Figure 20 – Log information about COM Port opening 
 

 
 

7.2 Password management 
 
SPYLOCK security is guaranteed by a two-level password. 
Security Password no. 1 is requested to access the standard settings of the device and of its main functional 
parameters. Security Password no. 2 is required for the management of advanced settings. 
These passwords are stored inside the SPYLOCK Flash Memory. 
 
Default: 
Security password  PSW1: 000000 (6 zeros) 
Security password  PSW2: 000000 (6 zeros) 
 
NOTE: In case you forgot the passwords, you need to contact the manufacturer back. 
 
 
7.2.1    Security Password 1 and its functionality 
 
To access “SPYLOCK Management Software “ it is necessary to insert Security Password 1 and push the 
button SEND. Once inserted this password correctly, it will be possible, other than performing the parameters 
reading, to set date and time by sybchronising them with the PC ones, change Security Password 1, download 
registered events, etc. 

Through the debug window it is 
possible to get additional information 
about the status of the COM port. 
Here it is the log information showing 
that the COM port is properly open and 
that the device is connected. 
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Figure 21 – Password 1 : example of inserting  

 
 
7.2.2     Reading of parameters 
 
Push the READ button to get the working device parameters. The toolbar will show the progress of this 
operation. 

 
Figure 22 – Reading in progress  
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Figure 23 – Read operation completed  

 

Figure 24 – SPYLOCK parameters retrieved  
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7.2.3    Date and time update with system data 
 
Push the button “GET SYSTEM TIME” to acquire date nad time currently set inside SPYLOCK. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
7.2.4    Download of the stored log 
 
Push the “DOWNLOAD” button to download all the events stored in the SPYLOCK memory. The log is 
automatically retrieved and saved as cvs file in the folder “File Events”, at the same where is the folder of the 
application SW “SPYLOCK Management Software”. 

 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 25 – Date and time changed via the “GET SYST EM TIME” command  Data/ora acquisiti da sistema 

 
Figure 26 – Events download completed  
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Figure 27 – “File Events” folder storing different Download files 

 
 “SPYLOCK Management software” automatically generates event log files downloaded from the SPYLOCK 
device. At each download operation a new file is generated and labelled with date and tiem at which the 
operation occurred. 
 

 

Figure 28 – LOG File: an example 
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7.2.5    How to change Password 1 

 
To change Security Password 1 please follow the next steps: 
1 Insert the current Security Password into the textbox “INSERT OLD PASSWORD 1” and press “SEND” 

button 

 
Figure 29 – Inserting the current Security Password  1 

2 Insert the new Security Password into the textbox “INSERT NEW PASSWORD 1” and press “SEND” 
button 

 
Figure 30 – Inserting the new Security Password 1 
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3 Confirm the new password 

 
Figure 31 – Security Password 1 modified 

 
7.2.6    Security Password 2 and its functionality 
 
Security Password 2 enables accessing advanced operations, as described in section 7.2 and in particular: 

·  Permanently erasing SPYLOCK memory 
·  Enabling FW upgrade 
·  Change Security Password 2 

The level of Security Password 2 is accessed only after inserting properly security Password 1. 

 
Figure 32 –  Inserting Security Password 2 
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7.2.7    Erasing memory 
 
Push the  “ERASE MEMORY” to format the device memory. 

ATTENTION: all the stored events will be deleted !! ! 

 
Figure 33 – Erase memory: confirm operation 

 
Figure 34 – Erase memory performed 
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7.2.8   How to enable firmware upgrade 
 
Push the “BOOT” button; SPYLOCK display turns into “blank”, the device exits the operational mode and enters 
Boot Loader mode to upgrade the firmware. Please refer also to section 8 – Firmware upgrade. 

 
Figure 35 – Device in Boot Loader mode and ready to  upgrade 

 
7.2.9  How to change Password 2 

 
To change Security Password 2 please follow the next steps: 

 
1 Insert the current Security Password into the textbox “INSERT OLD PASSWORD 2” and press 

“SEND” button 

 
Figure 36 – Insert ing  the current Security Password 2 
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2 Insert the new Security Password into the textbox “INSERT NEW PASSWORD 2” and press 

“SEND” button 

 
Figure 37 – Inserting the new Security Password 2 

 
3 Confirm the new password 
 

 
Figure 38 – Confirming the new Security Password 2 
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Figure 39 – Security Password 2 modified 

 
8. FW Upgrade 

 
ATTENTION – in case of firmware upgrade operation i t is important to remember that: 

·  The FW upgrade must be necessarily performed by qua lified personnel; 

·  The FW upgrade will erase any data previously confi gured on the device, so you will need to 
save your settings and data before proceeding withr  the reconfiguration of the device; 

·  Upon the occurrence of errors during the procedure,  you must perform a hard reset of the 
device (please refer to Section 9– Hard Reset ). 

 
From “SPYLOCK Management Software” application software user interface push the “BOOT” button. 

 
Figure 40 – Device in Boot Loader mode and ready fo r FW upgrade 
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When the device completes its entering into the Boot Loader mode the display automatically switches off. 
 
Firmware upgrade steps: 

1. Close the application “SPYLOCK Management software”; 

2. Start the application “Bootloader_Host” (Figure 41); 

3. Select the item “USB Human Interface device” in the program window (Figure 42); it is not 
necessary to install any driver to carry out this operation. 

4. Select from the menu File –> Open the location where the firmware file to be uploaded on the 
device was saved (Figure 43); 

5. Click the “PROGRAM” button and wait to the completion of the uploading process (Figure 46). 
 
 

 

Figure 41 – Bootloader host 
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Figure 42 – USB Human Interface Device class to be selected 

 

Figure 43 – Selection of FW upgrade file 
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Figure 44 – FW flashing operation activated 

 

Figure 45 – Firmware upgrade started 
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Figure 46 – Firmware upgrade completed 

NOTE: the Upgrade Firmware procedure does not require the installation of any driver: Windows OS 
automatically detects the SPYLOCK device. 
The display automatically switches on again at the completion of the firmware upgrade process. 
 
 
 
 

9. Hard Reset 
 
When a harware resti s requierd the following procedure has to be followed: 

·  Open the SPYLOCK cable; 

·  Keep the navigation button pressed for 15 sec.; 

·  At the button release the display will show “Spylock 15 Firmware X.XX”  to confirm that the reset operation 
has compelted successfully; 

·  SPYLOCK automatically goes back into its operational mode. 
  
NOTA: Hard Reset of the device does not cause data loss. 
 
 
 

10.  SPYLOCK battery recharge 
 
SPYLOCK is supplied by a USB rechargeable battery. 
At its very first use a 8-hours battery charge is recommended. To recharge SPYLOCK battery: 

·  Open the SPYLOCK cable; 
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·  Remove USB port plastic protection; 

·  Connect the USB cable to the SPYLOCK on one end and to the main at the other end, via the universal 
power adapter supplied with the device; 

·  The display shows for 6 sec. “Charging” and then it automatically switches off. 
 

 

Figure 47 –  USB Connector  

 

Figure 48 – USB cable connection  

 

Figure 49 – Charging operation evidence  
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11. Warranty and liability conditions 

 
LEGHORN srl ensures that the SPYLOCK product is free from defects in materials and workmanship and 
also ensures that the product is fully compliant with the declared specifications.  
However, in case of claimed product defects or non-compliances LEGHORN srl guarantees a warranty 
period of twelve (12) months in accordance with the regulation of the manufacturing country. The period of 
warranty starts from the date of purchase. During the warranty period it will be up to LEGHORN srl to decide 
whether to repair or replace the returned product. The above warranty does not cover defects from improper 
or inadequate maintenance, repairs or calibrations performed by the customer or by a third party not 
authorized by the manufacturer; hardware, software, interfaces or materials supplied by the customer or by 
third parties; use or operation outside the product's specifications; damage, negligence in use, accidents, 
loss or damage during travel. 
 
 
THE ABOVE WARRANTIES ARE EXCLUSIVE AND EXCLUDE ALL OTHER WARRANTIES, WRITTEN 
OR ORAL, EXPRESS OR IMPLIED. 
 
This device complies with the safety requirements required by law. Anyhow the equipment and the related 
documentation should be carefully examined to familiarize yourself with the safety instructions before 
starting with the operating procedures. To ensure a proper and safe use, the user of this apparatus will have 
to follow all the information and warnings contained in this document.  
 
During the recharging operation this device must be connected to an electrical system which respects the 
national legislation force.  
 
 
The information in this document is subject to updates without notice. 
 
LEGHOR srl is not  liable on any improper use of the product that breaches the rules of law, civil, criminal 
and labour code. 
 
In the event that the device is not functioning or gives evidence of functional anomalies, please contact your 
local distributor or the manufacturer. 
 


